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PrivateFile Mail Gateway and
ClearSwift MIMESweeper™ for SMTP 5 ™

Tutorial - Person to Person

PrivateFile Mail Gateway integrates with MIMESweeper for SMTP 5 ™ to encrypt sensitive emails
and attachments as they are sent across the Internet. Unless secured, emails travelling across the
Internet can be read by anyone who has access to the intermediate computers and servers.

Tutorial Overview

Using PrivateFile Mail Gateway and MIMESweeper for SMTP 5 ™ you want to encrypt all email
attachments going between one person in your company (joe@YourCompany.com) and one person
in a partner company (john@PrivateFile.Demo). This tutorial shows the steps involved in setting
this up. This tutorial uses the PrivateFile AES engine to encrypt the attachments. Most of the
steps are setup using MIMESweeper for SMTP 5 ™ while some use the PrivateFile Mail Gateway
administration function

You will need to choose appropriate email addresses for your company and change the settings as
you go down through this tutorial.

Prerequisites

The tutorial assumes that MIMESweeper for SMTP 5 ™ and PrivateFile Mail Gateway have already
been installed on an appropriate server.

PrivateFile Mail Gateway Evaluation version

You can download an evaluation version of PrivateFile Mail Gateway from www.private-file.com.
This is a 30 day evaluation. This version permits the encryption of emails and attachments using
the PrivateFile AES encryption engine.

PrivateFile Limited
Information Security Centre +353 (0)1 642 0550
2052 Citywest Business Campus +353 (0)1 466 0468

Co. Dublin info@private-file.com
Ireland W www.private-file.com
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MIMESweeper for SMTP 5 ™ Steps
These steps are performed in the MimeSweeper for SMTP Policy Editor

Address List

Create a new Address List called PrivateFile Encryption. This contains the filter
john@PrivateFile.Demo.

[;l Console Root A | Name | Type |
|_—] MIMEsweeper for SMTP Policy on 'DELL gEvewgne Manual Address List
Licenses gYoungmpany Manual Address List
=& MIMEsweeper for SMTP [EFprivateFile Encryption Manual Address List
o[y Address Lists
= . Policies =, PrivateFile Encryption Properties

=1-{Z7 Classifications
; @ Virus General | Address List | Usage | Notes |
- (3] pirty In
(3] Dirty Out Addresses:
- [X] Executable
(K] Seript
(] Profanity
(] Encrypted
(] Oversize
(3] Multimedia
@ Image
] Detected spam
(] Tagged spam
- [X] Undetermined
(K] Parked
“[X] Cleaned
- L3 Clean
=-{Z3 Scenarios
‘{17 Incoming
D Qutgoing PrivateFile Er
D Outgoing
a Message Areas

l@ Alerters New | Delete | Impaort |
Ll References - - —

5

L,

[ ok | camce || opy Help

This will be used to ensure that only emails being sent to john at domain PrivateFile.Demo will be
sent through the PrivateFile Encryption Scenario
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Create Outgoing PrivateFile Encryption Scenario

This should be before the existing Outgoing Scenario. The routing should be set so that the
recipient is set to the

N . . . (2 Console Root MName Type Origin
PrivateFile Encryptlon malllng El MIMEsweeper for SMTP Policy on ‘DELLS 12 @, Symantec Anti-Virus Content Scanner fo... Content Scanner (Inclusive)  Scenarios
list which was Setup in the %ﬂ m;nEses i Legal Disdaimer Legal Disclaimer {Incdusive)  Qutgoing Priv:

. L = sweeper for R e : : : o
pl’eVIOUS Step. ThlS is to i PrlvateFlleEnprhnn Executable (Indusive) Qutgoing Prive
= Zf Polici
ensu_re that the necessa ry ? DDI?:T:ssiﬁcaﬁons B Outgoing PrivateFile Encryption Properties E|
emails will be processed by 51.{5] Scenarios =
. . . = | utes | |
the PrivateFile Mail Gateway. (2 Incoming  General) Hoiet [ Notes
{25 Outgoing PrivateFile Encry Aotites
) . D Qutgoing :
In this scenario you can put 3] Message Areas | Sender Recipient
the standard Legal Disclaimer s rivateFile Encryption) e

References i
etc. E % SMTP Relay : Delete
+ Receiver
+ Deliver

The last item in the scenario 55 Servers

will be the call to the = G pELLS 10
PrivateFileEncryption aE
Executable.

Create PrivateFileEncryption Executable

New Executable Wizard

Data Types
Specffies the data types to which the scenario applies.

This step sets up the call to the PrivateFile Mail
Gateway to encrypt the attachments.

In the PrivateFile Encryption scenario right-click and
select New and then Executable. Click Next twice to Choose ane of the following options to control which data t
. this Scenario.
go to the Data Types dialog. Choose Include all data
Types & Include all data types;
" Include selected data types
" Exclude selected data types

O

L AL GLR BN

- [ [ ] [ [

< Back ”

=
2
W
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Click Next to go to the Application Details Screen

L . . New Executable Wizard E
In the Application filename field

enter PrivateFile Mail Gateway Application Details @

Specify the application filename and the command line to be used. Use the token
button to add tokens that will be replaced when the Scenario is executed.

In the Command lin field enter

/O,%Fl LENAME% Application filename: Application Type

|PrivateHIeMaiIGateway * Wn32  DOS
/0 indicates to the PrivateFile
Mail Gateway that this is an Command fine:
outbound email and so should |0 4FILENAME?] Token
be encrypted Advanced

The advanced dialog allows the timeout, file extension

%FILENAME% is the name of the and mutex name to be configured. w‘

message filename containing

the email with the attachment to
By default, MIMEsweeper expects to find the specified application on the system
be encrypted @ path of each of your configured servers.

< Back ” Next = ] [ Cancel ] [ Help
Click Next for the Return Codes tab
Setup 2 Return Codes New Executable Wizard E
. Retumn Codes
For the first return code enter O Specifies how the retum codes of the application should be interpreted. For each A
and NONE MODIFIED and DETECTED status, you can optionally add a description.
: i For each retum code, enter the status that should be mapped to that code. You must
The Mall. G.ateway re’Fgrns Oif enter at least one retum code for either the DETECTED or MODIFIED status and at
the email is not modified (e.g. least one for the NONE status.
there is no attachment) Retum Code | Status Description
0 NONE New

The second return code should
be set to 1 and MODIFIED. The ML [ el |
Mail Gateway returns 1 if the |
email has been modified

< Back ” Mext = ] ’ Cancel ] [ Help
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Click Next for the Classifications tab

New Executable Wizard

Check both Classifications Classifications

checkboxes and set the On Each unique outcome or result for a Scenario is called a Classffication Type. For "
Modified dropdown box to each type select a Classification or type the name of a new one.

Clean

For each possible scenario outcome, associate a classffication.
W Include System Classfications
¥ Include Inclusive Classfications
On modified: j

-@ Mote: Create a new Classfication by typing the name directly into the appropriate ]
edi field.

[ <Back || Net> ]| Cancel | [ Hep

Click Next to the Scenario Name

New Executable Wizard | '

Scenaric Name :
Enter PrivateFileEncryption in Enter a name for the new item with a comment if required. ]
the Name field

MName:
Click Next to finish the '
creation _

Motes:

ThePrivateFileEncryption executable call the PrivateFile Mail Gateway to encrypt
email attachments.

[ <Back || Net> | [ Cancel | [ Heb
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Create AdvancedPath Entry

The AdvancedPath entry is setup to point to the exact path of the PrivateFile Mail Gateway
executable.

In the MIMESweeper for SMTP select the Servers node. Right-Click on the server name and select
the Advanced Paths tab and select Add

(L Console Root
-5} MIMEsweeper for SMTP P

] Licenses | General (| Status | Logging Folders |

|:JQ MIMEsweeper for SMI e
By Address Lists | Base Folders |
- £ Policies

4] Message Areas
= g‘ Alerters

 Advanced Path | New Path

Add Advanced Path

= DELLS150
5P Routing Advanced path:

lScenariostutgoing PrivateFile Enn:r\y|:|tion;’PrivaheFiIeEnu‘\yptionfExeNamf_v_j

—Description
The full path to the executable to be used in this Executable scenario,

MNew path:
I C:\PPMailGateway PRMailPlugin, exe

Add Cancel I

53] T WE)

add | Edt | Delete |

[ ok || Camcel |[ ooy || Hep |

In the Advanced Path field enter
Scenarios/Outgoing PrivateFile Encryption/PrivateFileEncrytion/ExeName

In the New Path enter
C:\PFMailGateway\PFMailPlugin.exe

Select Add to commit the new entry.

Commit Configuration

Clickthe ———= button in the toolbar to save the configuration. Select Yes to apply the
configuration after it has been saved
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This section goes through the steps necessary in the PrivateFile Mail Gateway Administration
function to setup a rule which encrypts all attachments going between YourCompany.com and

PrivateFile.Demo

Open the Administration application using C:\PFMailGateway\PFMailPluginAdmin.exe and enter
the password that you setup during installation. From the main screen choose New...

Enter a record as show. The
ID is assigned automatically

This record specifies that all
emails going from
joe@YourCompany.com to
john@PrivateFile.Demo will
be encrypted using the
encryption key
johnspassword. The
attachments will be
encrypted as PrivateFile
Self-Decrypting executables.
This record is valid for
Outbound emails.

Press OK to commit this
change.

& Edit Record

18]

From Mame

Frarn Cramairn

To Mame

Tao Damain

Kew/PGP Pazsphraze
Enciyption Type
In/Out

Local Contact

Remate Contact

tultiple Recipients Rule 1D ||

Fallback Fule ID

ak | Cancel

—

|ioe

|Ynurl:ompan_l,l. com

|i0hn

|F'livateFiIe. Dema

|iohnspassword

|1 - Self Decrypting ﬂ
|2 - Outbound and Inbound j
2

Please contact joeEwourcompany. com if
you are having any issues.

-
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At this stage all the necessary configuration changes have been made to encrypt the emails going
from joe@YourCompany.com to john@PrivateFile.Demo.

PrivateFile 5 Self Decrypting C:A\CONFIDENTIALAPFARCHIVE.EXE

When joe@YourCompany.com sends an

email to a recipient at Ouick Help:

thn@Prlvate File.Demo, the attachments Attached are files secured for transmizsion wzing PrivateFile(c]. To decrept:
will come through as an attachment - Enter the decryption key that pou have been given.

entitled PFArchive.exe This is a self- - Choose the folder where the decrepted files should be placed.

X . - Then select the Decrypt button.
extracting executable. The recipient can s

open this and enter the encryption key
johnspassword to decrypt the
attachments. Enter Details:

Decryption Kew:

|

Drecrypt to File/Folder:

|E:'\ Browse...

About.. | Exsit |

Frotect pour confidential filez and emailz uging
FrivateFile

Enter Decryption K.ey, chooze Files/Folders and press Decippt

If the company PrivateFile.Demo has an equivalent infrastructure, then PrivateFile Mail Gateway
can be setup to automatically decrypt the emails as they arrive in from YourCompany.com. In this
way the encryption and decryption will be completely transparent to both sender and recipient.

PrivateFile Mail Gateway can be setup so that either only the attachments are encrypted or both
the attachments and body of the email are encrypted. In the latter scenario, the body will be
encrypted as a separate file and sent as an attachment.

PrivateFile Mail Gateway rules can be setup so that different encryption algorithms (e.g. SMIME
encryption, PGP etc.) can be applied to different recipients. So for example, if CompanyB.com uses
PGP then rules can be setup so that mails going to CompanyB.com will be encrypted using PGP.

If you have any queries or simple want more information, do not hesitate to contact us:

Email: info@private-file.com
Tel: +-353-1-6420550
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